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Why cryptography?

Postal service trusted infrastructure for paper certificate today
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Why cryptography?

Postal service trusted infrastructure for paper certificate today

Need of trusted infrastructure for certificates in a digital world

@

Hi, here is your 
BANK and we need 
you account data 

for some 
maintenance.

Your Welcome!
User xyz123
PWD cat123

Thanks!
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Cryptography means for Trust
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Cryptography means for Trust
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Data security is essential for a successful 
transition to digitalised data exchange

The DCC needs to have…
• A signature or seal of the issuer to validate the 

authenticity and integrity of the document
• A possibility to protect confidential information 
• A possibility for a withdrawal
• A capability for long time storage
• A capability to prove existence
• …

AUTHENTICITY

CONFIDENTIALITY

INTEGRITY

Signature Seal
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How do digital signatures work?
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How do digital signatures work?
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Trusted exchange: regional and global?

EU Trust Mark 
(Wikipedia)

European Single Market: eIDAS Regulation
(electronic IDentification, Authentication and trust 
Services)

National Private 
Key Infrastructure

EU Trusted 
Lists

https://digital-strategy.ec.europa.eu/en/policies/eu-trusted-lists
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Trusted exchange: regional and global?

EU Trust Mark 
(Wikipedia)

European Single Market: eIDAS Regulation
(electronic IDentification, Authentication and trust 
Services)

National Private 
Key Infrastructure

Not one tool, no global tool

EU Trusted 
Lists

https://digital-strategy.ec.europa.eu/en/policies/eu-trusted-lists
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SmartCom vision global DCC security

Mutual recognition for 
DCC security methods 
established within the 
Quality Infrastructure

Such as Private Key 
Infrastructure 
for all Metrology 
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SmartCom - Documentation

Rules for the secure use of DCCs

DOI: 10.5281/zenodo.3664211

And compact overview in “UniTerm” 

documentation

DOI: 10.5281/zenodo.5121620
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Thank you for your attention!

Physikalisch-Technische Bundesanstalt
Braunschweig und Berlin
Bundesallee 100
38116 Braunschweig

Daniel Hutzschenreuter
Phone: +49 531 592-9420
E-Mail: daniel.hutzschenreuter@ptb.de
www.ptb.de

Contact: smartcom@ptb.de

http://www.ptb.de/
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