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“A demonstration for secure 

exchange of digital 

metrological data in an 

industrial end user 

application”

Use case: Container weight 

and position measurements 

in harbours 

Demonstrator use case
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Since 2016 SOLAS has required that verified gross mass of individual containers

must be delivered to the carrier ship operators.

The information is needed for optimizing stowage plans to ensure

safety and stability of the ship.

Availability of the data along the route allows tracing of the container

and preventing crime.

Demonstrator goal:

An easy-to-use software for secure exchange of trustworthy measurement data

Demonstrator use case
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From metrological point of view:

• The values of the measurement results are 

presented with the correct units

• The results are traceable to measurement 

standards and the SI system

• The device has been calibrated and 

maintained correctly and measurement 

uncertainty, i.e., the quality of the data is 

known

Solutions:

• Digital SI

• Digital calibration certificates

What makes data trustworthy?
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From data security point of view:

• The source of the data can be authenticated

• The integrity of the data can be verified

• Data cannot be added, deleted or replaced 

afterwards

Solutions:

• Digital signatures/seals

• Distributed ledger technology (blockchain)



Demonstrator architecture
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Demonstrator repository @:

https://gitlab.com/aalto-

smartcom/

ceracrane

Signature demo @:

https://github.com/AaltoSmart

Com/dss-demonstrations/tree/

master/

SmartCom deliverable D7:

DOI: 10.5281/zenodo.5522855

Comprehensible paper is 

under publication

Outcomes
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