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Final Publishable JRP Summary for IND06 MIQC 
Metrology for Industrial Quantum Communication technologies 

Overview 

The focus of this project was the development of techniques and facilities for traceable characterisation of 
single-photon components of QKD systems, in particular single-photon sources and detectors operating in 
the 1550 nm telecom band.  

Need for the project 

Quantum Key Distribution (QKD) is essentially the generation of secret random cryptographic keys between 
two parties that communicate over an open quantum channel. These keys are vital for realising secure 
communication between the parties. QKD has supported the development of quantum information science, 
and is likely to be a disruptive technology in information management industry. With its strong long-term 
security perspective, QKD will be an important building block for dependably secure communication 
networks.  

QKD technology can address the need for improved data security in, for example, banking, commerce, 
government, and the transmission of personal data, e.g. medical records. The lack of validation and 
standardisation remains a barrier to a wider market take-up of this technology, in which Europe is currently a 
world-leader, and addressing this falls within the remit of national measurement institutes (NMIs). Currently, 
the only initiative for the standardisation of QKD is the Industry Specification Group on QKD of the European 
Telecommunication Standards Institute (ETSI ISG-QKD).  

The main challenge is the identification of the physical system parameters critical to quantum communication 
(QC) and the development of appropriate metrics and measurement techniques for their quantification. 
These differ from, but are complementary to, the ones of classical communication. 

Characterisation of classical (i.e. non-quantum) communication parameters is a well-established metrological 
activity. In the context of quantum communication, further development of these “classical” measurement 
techniques is necessary to cover parameter ranges beyond the interests of classical communication. This 
project was aimed at combining expertise and resources from European NMIs to provide the measurement 
framework needed for characterising QKD systems. Characterisation of key parameters is required 
throughout the quantum communication process, that is: the characterisation of the photon sources that act 
as emitters; the optical fibre that provides the quantum communication channel; and the single-photon 
detectors that act as receivers. This requires existing facilities and standards to be developed to operate at 
relevant telecom wavelengths (around 1.5 µm) and at the very low power regime of single photons. This is 
extremely technically challenging, as no measurement standards currently exist for photon counting telecom 
detectors and many of the parameters and required uncertainties have yet to be defined within a QKD 
framework. 

Scientific and technical objectives 

The overall aim of the project was to develop metrological techniques, standards and methods for the 
development of new industrial quantum communication technologies focused on three areas: emitters, 
channels and receivers. The technical objectives of the project were the traceable characterisation of:  

Emitters 

1. Traceable characterisation of photon sources with unknown quantum states, including measurement 

of the mean number of photons per pulse, reconstruction of the probability of emitting a certain 

number of photons per pulse, and quantum tomography of the quantum states;  

2. Realisation of optimised single-photon sources as a reference for the quantum source;  
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Channels 

3. Traceable characterisation of quantum channels for optical fibre based communication systems; 

including de-coherence quantification, and quantum process tomography related to the propagation 

of states inside optical fibres 

 

Receivers 

4. Traceable characterisation of commercial single-photon detectors, including detection efficiency, 

timing jitter, dead-time, after-pulsing, dark counts and saturation. Identification and standardisation of 

the definitions specific to quantum detection at single-photon level;  

5. Determination of the properties of photon-number-resolving detectors capable of observing more 

than one photon in a pulse.  

Results 

This project developed a series of measurements that are sensitive enough to characterise the properties of 
the individual particles of light, as well as the single-photon detectors which QKD systems use, and laid the 
foundations for a European measurement infrastructure able to validate the performance of QKD systems, 
and technologies that use and manipulate single photons. The project results enable the development of 
new hardware for manipulating single and few photons, required for next-generation communication systems 
and quantum networks. 

The project defined the range of measurements required to characterise and validate the performance of the 
optical components of QKD systems. Specifications based on the outputs of this project enabled systems to 
be evaluated and standard measures to be defined, thus helping to shape a validation and certification 
process for wider implementation of this technology. 

The project developed measurements for characterising properties of the optical components of the QKD 
emitter and receiver, as well as of quantum channels and of quantum random number generators: essential 
parts of a QKD system. 

Traceable characterisation of photon sources with unknown quantum states produced by emitter 
(this addresses objectives 1 and 2) 

The following developments have been realised within this project:  

Reliable methods for measuring mean photon number traceably to cryogenic radiometry (the SI); 

The project extended some of the calibration techniques developed mainly in the visible to telecom 
wavelengths (where difficulties arise from the lower detection efficiencies and higher dark counts of the 
single-photon detectors). 

The project has also developed techniques for characterising single-photon sources based on: (i) a 
calibrated attenuator and photon counting; (ii) statistical reconstruction; (iii) (anti-)correlation measurements. 
These techniques are now available for characterising the (pseudo-)single-photon-sources of QKD systems. 

These techniques have been tested using attenuated pulsed laser sources (i), as well as a low-noise 
heralded single-photon source on based spontaneous parametric down-conversion [1].  

Photon-number-resolving detector 

PTB and INRIM collaborated on a novel kind of photon-number-resolving (PNR) detector, capable of 
measuring more than one photon in a pulse, using a space-multiplexed system of four non-PNR commercial 
InGaAs - single-photon avalanche diode (SPAD) detectors with field programmable gate array (FPGA) -
based intelligent control. This PNR detector was used to reconstruct the optical mode occupation numbers of 
a light field [4]. Furthermore, it inspired the development of an innovative characterisation technique using 
entangled light [5]. This solution has attracted the attention of a single-photon detector manufacturer. A full 
characterisation of the PNR detector is now available.  

Tuneable Fabry-Perot resonator 

NPL developed a high resolution, high transmission fibre-coupled single-photon spectrometer based on a 
Fabry-Perot cavity, which uses a nanowire single-photon detector to measure spectral linewidth. The 
instrument’s unique combination of free spectral range and resolution makes it suitable for spectral analysis 
of pulsed sources across the 1.3 μm -1.5 μm wavelength range. 
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Optimised single-photon source as a reference for quantum sources 

A novel technique has been implemented at PTB for measuring traceably the detection efficiency of 
superconducting nanowire single-photon detectors (SNSPDs) against a classical radiation detector (InGaAs 
diode calibrated against the cryogenic radiometer at 1.55 μm) without using a calibrated attenuator or relying 
on the linearity of the classical detector over several orders of magnitude. The technique exploits the fact that 
the spectral radiant intensity of synchrotron radiation from electron storage rings is directly proportional to the 
stored electron beam current. 

Traceable characterisation of quantum channels for optical fibre based communication systems (this 
addresses objective 3) 

The following developments have been realised within this project:  

Single-photon polarimeter  

INRIM and KRISS developed a single-photon polarimeter for reconstructing the evolution of the polarisation 
state of a single photon propagating in an optical fibre. The system is highly configurable and can also be 
used at light levels other than single-photons. In particular, it has been used in the project when measuring 
polarisation noise at conventional light levels on a real fibre link.  

Although single photon detection provides unmatched sensitivity, only a few realisations of Optical Time 
Domain Reflectometers (OTDRs) based on single-photon detectors were known at the start of the project. 
An OTDR system operating at single photon level was developed by INRIM in collaboration with KRISS, 
PoliMi and IDQ, and used to investigate back-scattering in fibre. 

Components required to build a quantum random number generator 

In parallel, two ‘open system’ quantum random number generators (QRNGs) have been constructed by IDQ 
and NPL: one uses a 50/50 beam-splitter while the other uses a matrix of detector elements. The parameters 
to measure and the techniques to measure these parameters have been determined and developed. A 
model describing the QRNG has been developed by IDQ that allows the estimation the quality of the raw bit 
stream as a function of the parameters of the QRNG components. 

Traceable characterisation of single-photon detectors in receiver (this addresses objectives 4 and 5) 

The following developments have been realised within this project:  

Reliable methods for characterising detectors traceably to cryogenic radiometry (the SI) 

The project established a comprehensive traceable characterisation of detector parameters and properties 
for commercial single photon detectors, like InGasAs/InP SPADs as well as SNSPDs and extrinsic PNR 
detectors. Parameters are detection efficiency, dead-time, jitter, after-pulse and dark count probability, and 
the presence of back-flashes. PTB realised precise measurement setups to traceably characterise dead-time 
and jitter of InGaAs SPADs using attenuated laser pulses. In this context the jitter of SNSPDs has been 
measured traceably using synchrotron pulses from the Metrology Light Source (MLS). 

Heralded single-photon source 

A low-noise heralded single-photon source was developed based on spontaneous parametric down-
conversion [1]. The novelty of the latter “low-noise” source - a joint effort by INRIM and PoliMi - is its ability to 
almost nullify the presence of background counts in the heralded channel without temporal post-selection, 
achieving the best performance reported to date in terms of single-photon emission. This source has also 
been used to perform a test on the foundations of quantum mechanics [2] and has inspired a proof-of-
principle demonstration of a novel QKD protocol based on interaction-free measurement [3]. This source is 
made of standard commercial components and can be easily developed as a commercial prototype.  

Calibrated attenuator  

A calibrated attenuator was constructed and characterised to simplify detector characterisation, and 
eventually applied to SPADs. The device was designed and realised to determine the quantum efficiency 
with an uncertainty of less than 3%. Metrosert constructed a polarization-independent transmission trap 
configuration based on two InGaAs photodiodes. MIKES used the trap to construct a fibre-coupled device 
which provides an attenuation of 105 at 1.55 μm, an important step for determining the detection efficiency of 
single-photon detectors at this wavelength. CMI built the read-out electronics able to measure incident power 
on the front photodiode at the 5 pW level with a noise level < 0.5% using an integration time of 20 s. The 
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attenuation was measured by NPL and the device was used to determine the mean photon number from a 
source, comprising a pulsed laser and the calibrated InGaAs photodiode attenuator.  

Measurement of back-flash from a commercial SPAD  

The single-photon OTDR was used to investigate back-flashes from a commercial single photon detector. 
Back-flashes present a potential security problem for practical QKD systems and conventional OTDRs do not 
have enough sensitivity to observe the presence of back-flashes. OTDR operating at single-photon level 
were able to observe active or passive optical phenomena at such a low light level. The OTDR operating at 
single photon level is ready to become an industrial prototype. 

Actual and potential impact 

The outputs from this project contributed to the necessary metrological foundations for the standardisation of 
the QKD. The direct impact is to provide assurance to end users of the conformance to standards of QKD 
components thereby promoting market uptake of the technology and ultimately revolutionising data security 
in ICT. Successful deployment of QKD will also kick start the quantum industry – there are already related 
areas of research which are being pursued by academia to take QKD to the next phase – such as quantum 
repeaters and quantum memories.  

The impact was ensured by the presence in the consortium of influential manufacturers, standardisation 
bodies and researchers from all over Europe and outside Europe. The key European QKD manufacturers, 
namely IDQ and Toshiba Research Europe Laboratories, were actively involved in this project through the 
ETSI industry-specification group (ISG) on QKD. In fact, the frequent contact with the ETSI-ISG on QKD 
ensured the work was aligned with industrial requirements. 

Dissemination 

A website - http://projects.npl.co.uk/MIQC/, linked from http://www.miqc.org - has been established to 
disseminate the results of the project. On the website, a best practice guide outlining the measurement 
procedures to be followed and a review article on metrology of single-photon sources and detectors were 
made freely available. The website is referenced in the Wikipedia page on QKD - 
http://en.wikipedia.org/wiki/Quantum_key_distribution  

Peer-reviewed papers have been published in high-impact journals and presentations were made at 
international conferences and at high-level international metrology business meetings. A paper by the of 
ETSI QKD-ISG , entitled ‘Worldwide Standardization Activity for Quantum Key Distribution’ has been 
accepted for presentation at the IEEE GLOBECOM 2014 in December 2014, one of the two flagship 
conferences for IEEE Communications Society.  

A lecture “Metrology for Quantum Communication Technologies” was presented at the International School 
of Physics "Enrico Fermi" - Metrology and Physical Constants, in July 2012 at Varenna in Italy. This was 
published in 2013 in an edited book compilation of the lectures. Two on-demand web lectures discussing 
basic aspects of QKD were created and hosted by Agorà Scienza at http://www.activeresearch.eu/. The 
lectures went ‘live’ in March 2014 and 69 participants were registered as of August 2014. The topics covered 
were 'Introduction to QKD', 'Practical QKD', 'Security of the QKD', and 'Metrology for QKD'. 

At the highest level of primary measurement standards, the NMI members of the consortium have ensured 
that the telecom wavelength region will be covered in pilot comparisons in the single-photon regime to be 
organised by the Consultative Committee for Photometry and Radiometry (CCPR) of the International 
Committee for Weights and Measures (CIPM). 

At the Quantum 2014 conference a session was devoted to the project and a presentation made on a public 
demonstration of a characterised QKD system.  

Intermediate impact: 

Standards 

In Europe, the ETSI ISG-QKD is the only known standardisation initiative for QKD systems 
[http://www.etsi.org/index.php/technologies-clusters/technologies/quantum-key-distribution]. It is recognized 
that one of the building blocks necessary to achieve QKD systems standardisation is that of traceable 
measurements at the single-photon level. For this reason, three NMIs who participated in this project are 
members of ISG-QKD: INRIM, NPL, and PTB. Through these NMIs, the consortium maintained frequent 
contact with the ISG-QKD to ensure that work within the project was aligned with industrial requirements and 

http://projects.npl.co.uk/MIQC/
http://www.miqc.org/
http://en.wikipedia.org/wiki/Quantum_key_distribution
http://www.activeresearch.eu/
http://www.etsi.org/index.php/technologies-clusters/technologies/quantum-key-distribution
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also that the project’s experience and expertise on single-photon measurements was made available to 
support  the work of the ISG.  

Project members of the ISG contributed to reviewing the published ETSI document “GS QKD 003: Quantum 
Key Distribution (QKD); Components and Internal Interfaces” (before the project start), and to the drafting of 
current ETSI documents i) “DGS/QKD-0011_OptCompChar: Quantum Key Distribution (QKD) Component 
characterisation: characterising optical components for QKD systems” (NPL is the rapporteur, INRIM 
contributed writing some sections and reviewing the document, PTB reviewed the document) and ii) 
“DGS/QKD-0010_ISTrojan: Quantum Key Distribution (QKD) Implementation security: protection against 
Trojan horse attacks in one-way QKD systems” (NPL, PTB and INRIM reviewed the document). The drafting 
of DGS/QKD-0011 is being led by one of the consortium members.  

This work advances the development of standards which will be used for validating and certifying QKD 
systems, thereby supporting European QKD manufacturers and the need for secure data transfer. 

Industrial and other user communities 

The project provided important metrological expertise to support a real-world public demonstration of well-
characterised QKD over a single field-installed lit fibre. This demonstration was performed by Toshiba 
Research Europe Limited (a QKD system developer), BT Group plc (the UK’s largest network provider), 
ADVA Optical Networking SE (a provider of data encrypters to network providers), and the project partner 
NPL. It demonstrated to key users and providers of secure communications that QKD and QKD-secured 
data can be transmitted over a single fibre and does not need dedicated and expensive dark fibre to be used 
for the quantum channel in a QKD link. This work makes QKD a more attractive commercial proposition, and 
will accelerate its commercial deployment. In addition, a number of companies used the new measurement 
capabilities developed in the project to better understand their QKD instrumentation and components: 

 A European company used a facility developed in the project to characterise the relative spectral 
response of its single-photon detectors. This is of general value for the use of these detectors in a broad 
range of single-photon applications, and will advance their market take-up. 

 The back-flash from a commercial single-photon detector operating at telecom wavelengths was 
measured for the manufacturer. Back-flash from a QKD detector can provide a side-channel which can 
be exploited by a quantum hacker. Knowledge of the back-flash, and its characteristics, enables 
appropriate counter-measures to be implemented when this detector is used in QKD systems.  

 Measurement of the detection probability of commercial single-photon detectors has been performed for 
a European company as a test of the performance of an internal component. 

Long-term impact:  

Quantum cryptography has great potential to become the key technology for securing confidentiality and 
privacy of communication in the future ICT world and thus to become the driver for the success of a series of 
services in the fields of e-government, e-commerce, e-health, transmission of biometric data, intelligent 
transport systems, and in many other areas.  

Standardisation is one of the key elements for the success of such an initiative: a European lead in 
developing globally accepted standards and an anticipatory approach would facilitate market take-up, both in 
Europe and abroad. This project has developed traceable measurement techniques for the quantum optical 
components of QKD systems, and participated in the review and drafting of ETSI pre-standard documents. 
This will enable Europe to continue to drive the standardisation process, and achieve the goal of 
implementing a validation and certification process for QKD systems, ultimately revolutionising data security 
in ICT. The project has also demonstrated to the industrial and user community that the necessary 
metrological foundations for the standardisation of QKD are being developed, thereby providing confidence 
for the continued development and deployment of this technology. 

The measurement techniques and devices developed in this project will also serve the needs of other 
developing quantum photonics technologies that rely on the production, manipulation and detection of single 
photons. Here European industry has a prominent position.  This project has therefore made a significant 
contribution to the foundations of a robust quantum industry that will provide a step change in the telecoms 
industry and future-proof data management that will impact on us all.  

The wider indirect impact of the project, through its advancement of QKD, is expected to be as follows: 

Social, economic and political impact. Governments are increasingly converting data, such as medical 
records, into digital format and increasing the risk of lost or stolen data. The secure transmission of 
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information and the protection of privacy of individuals is important for the data traffic at public institutions, 
and for strengthening and maintaining the competitiveness of the European economy, as stated in the 
document published jointly by the European Commission and the High Representative of the Union for 
Foreign Affairs and Security Policy entitled “Cybersecurity Strategy of the European Union: An Open, Safe 
and Secure Cyberspace” [EUC]. Global market for QKD is projected to reach $1.0 billion by 2018, driven by 
the need to secure the transmission of sensitive communications. 

Environmental impact. Successful deployment of validated QKD systems will encourage and accelerate 
the use of network communications and services, such as secure video conferencing and secure data 
transfer of important documents, thereby reducing our dependence on travel- and paper-based 
communication. 
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